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Descriczion
DEFERRZD BILLING, RROADCAST,
ELECTRONIC DCCUMENT DISTXIZUTION SYSTEM AND METEOD

Background of £he Invention

This applicaticn relates Tz a computer nerwork and, more
specifically, -5 a methcd and apparatus for implementing an
electronic document delivery system where both documents and
billing information are encrypted during transmission.

An electronic document delivery system transmits
documents from a central depository to individual nodes cr
receiving computers. In some c:nventional'dccumenc'delivery
systems, & user accesses a ccmputer at the central
depository, examines a list oI available documents srored a-s
the. central depository, and r

quests that one or more ci the
documencs ke transmitted to him. 1In other convencicnal
document deliveryféysgzms,_a predetermined group of documencs
are sent from the centralvdeposicory to the user and stored
on the user‘s system. The user is then free to examine
documents in the predetermined group. Still other
conventional electronic document delivery systems can be used
to send only certain types of documents, such as text-cnly
documents.

Scme electronic document delivery systems transmi-c
documents to the user in encrypted form. The encryptecd
documents are received at the receiving computer and stcred
in a memory. Thereafter, the documents are decrypted and the
decrypted form of the documents are also stored in a memory.
Such double storage of documents is wasteful of memory and
stcrage space.

What is needed is an electronic document delivery systen
in which a user can determine which documents he wishes ==
receive and in which the user is charged only fcr those
documents that he receives. Iz is also desirable to allow
the user to designate which documents he wishes to receive

without having to access a central computer to view a lisc

(1]
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available documents. Turthermore, ls-cesirable that such

i
& system use encryption for all criricail informatiecn passing

between the central computer and the receiving computer.
n

™
-

adlso is desirable to avoid having both a encrypted and a
decrypted version ¢f a document stored at the receivi
computer, as this is wasteful of memory space.

Summary of the Invenrion

The present invention overccmes the problems and

disadvantages of the prior art by having a central computer

{(er "broadcast center") periodically send a "catalog" of

available documents to a receiving computer. The user can

then browse through the available documentc

w

without having o
access the brocadcast center. The documents are transmi-ted
as packets, and the packers are decrypted as soon as they a
received, eliminating the need to store -both an encrypred and
a decrypted version of the documents 8t the receiving
computer. Moreover, the invention is not limited to.text-
only documents and can receive all types cf documents, such
as software, images, text, and full-motion video. The
receiving computer periodically receives information allowing
it to decrypt received documents and to encrypt billing
information to be sent to the broadcast center. ‘

A purpose of the present invention is to allow all forms
©f electronic documents to be distcributed in a cost-effective
manner using broadcast technology in a way that prevents
access to a document without paying fcr it

In accordance with the purpose cf the invention, as
embodied and broadly described herein, the invention fesides
in a document delivery system comprising:

a broadcast center that sends a document as a plurality
of encrypted packets; ‘

a communication link connected to the broadcast center
for carrying the packects;

a receiving computer, connected to the communication
link, and including a memory and a broadcast receiver,
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wherein the broadcast raceiver decrypts each packer as it is

received and stores only the decrypted packe:ts i

7 the memoxry.
1)

-

In further accordance with the purpess cf the invention,

&s embodied and broadly described herein, ne

resides is a document delivery system in a retwork
comprising:

a broadcast center :that sends a catalog centaining a
list cf documents to be

n

ent by the broadczst center;

a communication link connected to the broadcast center

for carrying the catalog;

a receiving computer, connected to the communication

link, and including a memcery and a file krowser, wherein the

file browser receives the catalog and steres che catalcg in
the memory, displays the stored catalog,

nd receives user

a
input indicating a doccument . in the catalcg

- .In’ further accordance with the purpose ci the invention,

as embodied and broadly described herxein, the invention
resides is a method for document delivery in a network

system, comprising:
the steps of sending, by a broadcas: cencer in the
nectwork, a document as a plurality of encrypred packets; A
connecting a communicaticn link to the broadcast center;
decrypting a received racket in a receiving computer

connected to the communicaz-ion link, the receiving computer

& memcry and a broadcast receiver, wherein the
broadcast receiver performs the decrypting step

incliluding

on the packerc
as it 1s received and storess cnly the decrypted

ted packet in the

memory;

sending, by the broadcast center, account informéticn
including key seeds to a Security engine in the receiving
ccmputer; and _ i

generating, by the securicy engine, keys used by the
broadcast receiver to decrypt the received packets in
accordance with a one-way hashing method based cn a document
ID of the sent document arnd cne of the key seeds. . -
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It is understcod that beth. the fsreg
description and the fellowing de:
exemplary and explanatory and are i=:
explanaticn of the invention as ¢

Brief Descrirticn of rhe Drawines

The accompanying drawings, wnich are incorporated in and
c

c
constitute a part of this specificaticn, illustrate several
>

embodiments of the invention and, gecher with the descrip-

T
tion, serve tc explain the principies ¢f the invention.

Fig. 1 is a hardware block diagram of a preferred

embodimentz of the invention:

Fig. 2 is a detailed hardware -
broadcast center of Fig. 1;°

-

lzock diagram cf a

Fig. 2 is a detai

’-l

€Q hardwares tliock diagram of a
securicy engine of Fig. 1;

Fig. 4 is a detailed hardware block diagram of a
receiving computer of Fig. 1;

Fig..5 is a timing chart showing the overall operation
of the present invention;

Fig. 6 is a flowchart of steps performed by the
broadcast receiver of Fig. 1 in the

function of receiving and
decrypting packet informaction;

Figs. 7(a) and 7(b) are flbwchar:s of steps periormed by

the file broadcast receiver of Figs. 1 and 4 in the funcricns

receivin an announcementc message and sendin a
= g
request,

£ load

and receiving and Processing a decrypted packer from

the broadcast receiver;
Fig.'e is a flowchart

engine of Fig.

of steps performed by the security
3 in the function of receiving and processing
a load request from the file broadcas: receiver; and

Fig. 9 is a flowcharc of steps cerformed by the file
browser of Figs. 1 and 4 in the function of displaying a
catalog andiprocessing document resguests.

Detailed Descrivticn of the Preferred Embodiments

Reference will now be made in detail to the preferred

embodiments of the invention, exampies of which are il-
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iustrated in the accompan: ving drawings. wWherever POsSsible,
the same reference numbers will be used throughouz the draw-

ings to refer tc the same cr like parts.

Generxral Overview

a
The Iollowing is a general cdiscussion of nectworking
hardware used in a preferred embcdiment of the presentc
invention.

In a preferred embcdiment of the Present invencicn a
communication link between 3

(=299

broadcast center computer and a
pluralizy of document receiving computers is implemenced
using satellite technolcgy to imrlement a high-speed cne
link between the document receiving computer and the

broadcast center. This nigh-speed link is used to download
documents and data from the network. The receiving ccmputer
also has a conventional link such as a dial-up modem and

telephene line sending data to the network. The inven

can use various forms of high-sbeed, one-way links, such as
satellites, and cable television lines. The invention can
use various forms of low-speed nectworks, such as TCP/IP
networks, dial-up telephcnes, ISDN D-channel, CPDP, and low-

speed satellite paths.

The described embodiment of the present inventicn uses
satellites to provide a nign-speed one-way link. Satellites
can cover large geographical areas and are insensitive tc the
distance between a transmitter and a receiver. In addéiziecn,
satellites are very efficient at point-to-point appiicaczicns
and broadcast applications, and are resilient and resistan:
to man-made disasters. Two-way satellites are expensive t©o

use, however, because of the costs involved in purchasing and
installing satellite ground terminal hardware. 'In the past:,
these costs have placed satellite communications outside the
reach of an individual consumer.

The present invention allows a personal computer to

receive downlcaded information from the nectwork wvia a

satellite at a very practical cos:t. In the present

invention, the cost cf satellire communications is reduced
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because a one-way sart

®

tlite link is used. Receive-only earch
e

station equipmen:t is Cheap Cc manufacture because i~
s

requires less electronics than send/receive antennae.

b. The ZTlecrronie Deccument Delivery Svstem

The following pParagraphs present a brief cverview cf a
preferred embodiment ¢f the Present invention. A more
detailed descrigtion fcllows thereafter.

The present inventicn is an electronic document delivery

system in which a central broadcasct center broadcasts
documents on a predetermined schedule.
various types oI files cor data, including software, images,
text, and full-motiocn video. Pericdically, a catalog cf
documents to be sent during an upcoming time period is sen-
by the broadcas: center to a pluralicy of receiving

computers. Users of the receiving computers, either human

beings or other computers, designate which documencs in the
cataloeg they wish to receive. Sometime ilater, the broadcasct
center broadcasts, in encrypted form, each of the documents
listed in the catalog. As each document is received by a
receiving computer, the receiving computer determines whether
one or more of its users have designated the document as a
document from the catalog that they would like to receive.
If the document was designated by the user, the receiving
computer decrypts the'document and stores billing :informaciocn
about the received document. The billing informaticn will be
transferred back to the broadcast center at a later time.

The following paragraphs provide a more detailed
description of a preferred embodiment of the present
invention. Fig. 1 is a hardware block diagram 100 of a
preferred embodiment of the invention. Fig. 1 includes a
receiving computer 110, which is one of the plurality of
receiving computers, a broadcast receivef 120, a securiczy
engine 130, a communications link 140, and a broadcas: center
150. Receiving computer 110 includes a file broadcast
recelver 112 and a file browser 114.

Documents can include
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Communications link 140 preferably is a ccmbination of a
satellice broadcast channel plus a dial-up telerhcre lipne

Ancther embodiment of the invention uses a vercical blanking
interval of broadcast television to carry the broadcast data.

in Fig. 1, communications iink 140 includes ar incoming
iink 142 carrying encrypted and non-encxyptrad
and an outgoing link 144 carrying encrypted bi
informacion as discussed below.

datas cackets
ling
Fig. 2 is a detailed hardware block diagram cZ broadcast

center 130 cf Fig. 1. As shown in Fig. 2, kroadcast center
150 is preferably a general purpose computer including a CBY
202 and a memory 204. CPU 202 can be any type cf known CPU
‘that is capable of performing the :unc:lons described kelow
in connection with broadcast center 150. Similarly
204 is a generally known type of memory capabi
inZormation, such as RAM, ROM, a floppy disk,

* ercc. '

[ [

Memory 204 includes a software program that is executed
by CPU 202 to perform functions F1, F2, F3, and F4, as
described in connection with the table below. Memory 204
also incliudes a plurality of documents capable of being sent
to ones of the receiving stations over cemmunication link
140. Memory 204 also includes information about all
documents available to be sent by broadcast cenrer 123, such
as document name, document.length, crigin cI the dccument
ownership of the document, schedule on which the documenz is
to be transmitted (e.g., periodically, or at a prececzermined
time or date), cost to a user of receiving the document,
access control information indicating which receivers are
authorized to receive the document, etc. The specifiz Zata
and the format of the data stored in memory 204 mav vary
without departing from the spirit and scope of the inventzion.
Memory 204 also includes a set cof key seeds to be sent o
security engine 130 of receiving computer 119, as described
beleow.
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Fig. 3 is a detailed hardware block diagram cf securicy
1.

engine 130 of Fig. As shown in Fig. 3, security engine

130 is preferably a general purpose cocmputer inciluding a

CPU 2062 and a memory 304. CPU 302 can be any tyrce of known

that is capable of perfcrming the functions cescribed
below in connection with security engine 130. Similarly,
memory 3C4 is a generally known type of memcry capable of
heclding information, such as RAM, ROM,
disk, et

a floppy disk, a hard

Security engine 130 preferably is a physically secure

computer. Thus, it is physically locked or ctherwise

renderad physically inaccessikble by unauthcrized persons and

its memory is not accessible to other computers cr CPUs.

Ensuring that security engine 130 is physically secure
ensures that people only receive documents they will be

bpilled for because the master key used to decryrt key sets
and the key sets themselves are physically secure.
card is an example of such a security engine.

conductor "DS2252T Secure Mitcro Scik"

)

smarc
Dallas Semi-
is another. 1In one
implementation cf the invention, to reduce cost, link 144 1is
omitted and billing information is sent to broadcasting
center 150 by way of receiving computer 110. In yét ancther
implementation, the security engine may be
the receiver to reduce cost and t©to maintain ¢

the secrecy cf
the keys.

Memory 304 includes a software program tha:t is executed
by CPU 302 to perform functions F10, Fl1l, and F12 described
in connection with the table below. A preferred embodiment
of the present invention uses software based encryption

because the amount of data to be encrypted and decrypted by
the security enginé is relatively small and relatively slow

encryption and decryption is acceptable. In contrastc,

broadcast receiver 120 preferably implements a decryption
algorithm in hardware using a symmetrical encoding scheme,
such as the Data Encryption Standard (DES) Eleczrenic

Codebcok‘implemented under Federal Standard 10-25, as shown
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Data Fpcrvprion Standards, publ:ished C

General Services Administration.

in Teleccmmunaicactions: Tcocmpacibil:i=y Reguiremenrts for Use of
c

{1

emper 11, 1978 by the

Memory 304 also includes an engine ID (a code uniquely
identifying the security engine), an engine master key {for
decrypting the account status information received from

broadcast center 150 and for encrypting billing information

and checksum to be sent to broadcast center 150), document ID
data laentl&ylng a document requested by the user from the
catalog (received as part of a load reguest), key seeds for

generating keys to decode the documents listed in the
catalcg, account information received from broadcast center
150, biliing information fcr documencs received since bi i1lling
irnfermation was mostc recently received from broadcast center
150, and a credit limit received from broadcas: center 130.
The specific data and the format cf the data stored in memory
304 may vary without departing from the spirit and scope of
the invention. '

Fig. 4 is a detailed hardware block diagram of receiving
computer 110 of Fig. 1. As shown in Fig. 4, receiving
computer 110 is preferably a general purpose computer
including a CPU 402 and a memory 404. CPU 402 can be any
type c¢f known CPU that is capable of performing the functions
described below in connection with receiving computer 110.
‘Similarly, memory 404 is a generally known type of memcry
capablé of holding information, such as RAM, ROM, a floppy
disk, a hard disk, etc.

Memory 404 includes a Pluralicy of software programs
that are executed by CPU 402 to perform funcrtions-F7, F8, F9,
F13, and F14 described in connection with the table below.

As can be seen from Fig. 1, receiving computer 110 includes
both file broadcast receiver 112 and file browser 114. Both
file broadcast receiver 112 and file browser 114 preferably
are implemented as a plurality of software programs stored in
memory 404 that are executed by CPU 402. As also shown in
Fig. 1, file.broadcast receiver 112 performs all interfacing
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to the “outside worldé" =zhat is perfcrmed by receiving

comruter 110. File browser 114 only receives data from and
sends data to file broadcast receiver 112

(although browser
114 also receives daca fr

Om users during times when users are
designating documents from the catalog).

Memory 404 also stores received documents and catalog
data (including the document name, the document length, the
origin of the dccument, the ownership of the document, the
schedule on which the document is to be transmitted, e.g.,
periocically, cr at a predetermined time or date, the cos:z to
a user of receiving the document, a description cf the

document sufficienr to allow a user to determine whether he

desires the document, etc.). Memory 404 also stores a lisc

cZ "documents of interest" which are the names of the

documents designated by users browsing'the'cacalog, and the

account scatus (whether there is any credit remaining) of the
receiving computer’s account. The specific data and the
format of the data stored in memory 204 may vary without
departing from the spirit and scope of the invention.

The following pafagraphs Present an overview of the
operation of the present invention with reference to the
timing chart of Fig. S. At a predetermined time interval,
broadcast center 150 broadcasts the catalog "in the clear,"
i.e., in unencrypted form, to the plurality of receiving
computers including receiving computer 110 uéihg multicast
addressing. The catalog preferably is broadcas: in packert
format. The described embodiment sends all packetcs in
accordance with the IEEE 802.2 data communication standard.

Broadcast receiver 120 receives the catalog and passes it to
receiving computer 110. 1In receiving computer 110, the
catalog is stored in memoery 404, e.g., a hard disk. When a
user, using file browser 114, designates a document frcm che
catalog, broadcast file receiver 112 stores a document ID,
e.g., a number or an unambiguous document name, in the list

of “documents of interest" in memory 404.
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Broadcast center 150 then proceeds to broadcast the

documents listed. in the catalog using multicast addressi

"~
oy .

For each document, broadcast center 150 first multicascs

an
announcement message identifying the dccument to be senc
next. The announcement message also includes a key seed 2
identiiying the key seed needed to decrypt the documen* The

anncuncement message is received and decrypted by broadcastc
receiver 120 and passed tc file broadcast receiver 112. Iz
the announced document is on the list of documents
interest, file broadcast receiver 112 sends a load reguesc
including the key seed ID to security engine 130. Securicy
engine 130 determines if the user has sufficient credic and
authcrization te receive the document. If so, securicy
engine 130 sends the key {(obtained in accordance with the kevy
seed ID) for the document to broadcast receiver 120.

After:zbrpadcast center 150 sends the ‘announcement
message for a document, it prepares'to send the documen
itself. The document is packetized, encrypted, and brecadcas:c
over communications link 140. As broadcast receiver 120
receives each encrypted packet, it determines whether it is sa
packet for which broadcast receiver 120 has a key. Each
cocument sent from b*oaccasc center 150 is decrypted with a
different key. If broadcast receiver 120 has received a
correct key from securi:cy engine 130, it decrypts the rackec
and passes it to file broadcast receiver 112, where the
packets-of the received document are assembled in their
correct order and stored in memory 404, e.g., on a hard disk.
File broadcast receiver 112 then informs the user that the
requested file has been received. In a preferred embodiment,
all encryption is done using a symmetrical encoding scheme,
such as the Data Encryption Standard (DES) method. Other
embodiments may use a privéce key scheme for non-document
data, e.g., billing information and key sets, sent between
the broadcast center and the receiving station.

Another type of data transmitred by broadcast center 150

is account information. Account information is transmitcted
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"in the cliear," i.e., in unencrypred form, at least to =-=e
extent that broadcas:z rac ivér 120 does nct decrypt it. The
accecunt information is passed through, file broadcast receiver

[

12 and is passed to Security engine 130 as accountc

P
Hh N

nfcrmacion. Securicy engine 130 decrypts the account

informaticn using a master key stored in memory 304. Th

account information includes key, seed, credit limitc, et
Since the account data is encrypted in a way that only ¢
security engine 130 can decryrt, there is no need for
data to be furrther encrypted for transmissicn to the

bEroadcast receiver 120. This allows for easier transmiss:ion

of account informatior (the broadcas:c receiver 120 does
reguire a key

not
TO receive the accsuntc irformaticn) withour

compromising the security of the infocrmaticn (the data
still encrypted in a way that only the securir Y engine

can decrypt) .

vy
7]}

(Y]
«

e

Periodically, e.g., once a month, security engine 1230
éncrypts its billing information concerning documents
received by receiving computer 110 during the past month and
sends the encrypted billing information to broadcast center
150. This encryption is performed using a master key of
broadcast center 150 that is stored in memory 304. This
information may be encrypted using a symmetrical encryption
methcd, such as DES or a private key method. Broadcasct
center 150 decrypts the received billing information using
the master key and uses the decrypted information to send yet
another updated account status to receiving computer 110.

The following table Prevides a list of the functions
performed by the electronic document distributicn system,
accecrding to which particular subsystem performs the
function. These functions will be described in the folliocwing
paragraphs, with reference to Figs. 1-5?
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TABLE:
FUNCTIONS FPERFORMED BY

TUNCTION

BROADCAST
CENTER

BROADCAST
RECEIVER

FILE BROADCAST
RECEIVER

SECURITY
ENGINE

CATALOG
BROWSER

Send catalog (non-encrypted)

Receive and decrypc £illing
informatcion

Periodically send accountc status
(non-encrypted) and key seeds
{encryptred)

Send announcemen- message, and
packetize, encryct, and send
deccument

Receive and store key from
security engine

Receive packet and decrypt
it if key is corree:

Receive annouricement message
and load request

Receive document regquest and
store cdocument ID on list of
documents of interest

Receive and process decrypted
packet from broadcas: receiver

Receive accounting statistics
and key seeds and store them
in memory

Periocdically send billing
information to brcadcast

center (encrypted)

Receive and process load request
from file broadcasc receiver

Receive and store new catalog

Display catalog and process
document requests

(F1)

(F2)

(F3)

(F10)

(F11)

(F12)

(F13)

(Fi4)
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Functicns F1, F2, F3, and F4 are pariormed by the

broadcast center 150 of Fig. 2. In execuzing funecrien Fi,

broadcast center 150 broadcasts cos a1l pctencial receiving

computers a catalog listing all documents =< be sent during

an uvpcoming predetermined time period, e.g., cver the next

week. The catalog is sent "in the ciear," i.e., unencrypced,

because none of the receivers are charged z fee to receive

the catalog and there is no reason to limiz acc
catalog.

e€ss to the
in executing function F2, broadcast cencer 150 receives
encrypced billing information from securicy engine 130.
Broadcast center 150 receives similar pilling informaticn
from each receiving computer cn the network. The billing
snformation details which documents were raceived during the
most recent billing period. The broadcas:. center 150
decrypts the billing information ﬁsE;g a pfivéﬁe*kéyland
stores the decrypted billing information in memory 204 to be
used later in determining an account status and for acctually

invoicing the user for documents delivered.

In executing function F3, broadcast center 150
periodically, e.g., monthly, sends account status information
Lo each of the pluralitcy of receiving computers, including
receiving computer 110. The account infecrmation is tailored

to the receiving computer and includes a statement of its

-
receiver’s status (e.g., satisfactcry, cverdrawn, limited

access, etc.). The account information also includes core
information required by securicy engine

-

20 to create keys to
decrypt electronic documents. Although the account

information is broadcast in the clear, the contents of the
account information is encrypted in such a way that only

security engine 130 may access and decryp: the account
information.
‘In executing function F4, broadcasc center 150
e}

e
determines that it is time to broadcastc cne £ the documents

listed in the catalog. Broadcast center 120 sends an

anncuncement message, including a documen: ID for the
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documen:z to be sent to 1 receivers the document
<

a a
ID identifying which key tc use. The troadcast centes 2

s i
then packetizes, encrypts, ané sends the document using an
appropriate encrypticn key for that document.

Each receiver
has already decided whether is wishes O receive the

transmitted document and thereafzer be billed fe- the

cocumer:: .
Functions FS and F5 are beriormed by the broadcast
receiver 120 of Fig. : Fig. £ is a flowchart of steps

performed in the executizn of <uncrion Fs.
In executing functicn T3, oroadeasc receiver 120
receives a key and a documen: ID for the document to be

received next from security engine 130 on line 148 of Fig. 1.

Note that the key is received cniy if the document is o= the
list of documents ¢Z interest :in the memory of receiving
compuzier 110, if an annocuncemen- message'fdr the document was
previously received from broadcast center 150, and if a lcad
Tequest was sent from file broadcast receiver 112 to the
security engine 130. Furthermore, the security engine 130
must determine, using status and authorization informaticn
stored in its memory, that the user is authorized to access
the document. The broadcastc receiver 120 stores the received
key ir a memory cr similar type of storage. A

The execution c¢f funcricrn Fs will be described wich
reference to Fig. 6. In step 7:12 of Fig. 6, broadcast
receiver 120 receives an encrypced packet sent during the
execution of function F4. In step 714, broadcast receiver
120 determines whezher i: has a key for the received packecr.

(The document ID is contained in each packet.) 1If so,
broadcast receiver

120 decrypts the received packet in szep
718 using the key received during the execution of funczion
F5. Thus, each packet is decrypred as it is received and i-
18 not-necessary to store an entire encrypted document cr
large parts of an encrypted document before the documentc in
decrypted. This immediate decryrtion results in a savings cof

memory space - ‘in memory 404 because an encrypted and a
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decrypted versicn of the same dccument de’ ndt have to
simultaneocusly reside on a disk or in memory. If
corresponding key is not 1oaced the received s
discarded in step 715. In elther case, contrcl raturns
step 712 to await more data.

1
(&)

Functions F7, F8, and Fs are performed by =tre
roadcasc receiver 112 of Fig. 1. Figs. 7(a) ané 7(b) are
flowcharts of Steps performed in the execution ci funecrti

F7 and Fg, respectively.

The execution of funcrion F7 will be described with
reference to Fig. 7(a). In Step 802 of Fig. 7(a), file
broadcast receiver 1132 eceives the announcemen- message iz

ry
"

a document zand, in Step 804, determines whecher the documen

ID in the anncuncement message is contained iz thre

list cf

documents of interest in memory 404.- If so, file broadcasc
receiver 112 sends a load . ‘request to securlby engine 130 in .-
step 80€. The load recuest contains, e.g., the documentc ID

from the announcement message, so that security engine 130
can send a Srrespending key to broadcast receiver 120. i

In the execution ¢f function F8, file broadcast receiver

112 receives a documenr request from file browser 114

indicating a document in the catalog that the user wishes to
receive. It should be noted that the user can be either a
perscn interfacing with the file browser through a texr or
GUI interface or, alternately, that the user can be anotnhe
computer or computer program interfacing with the catalog and
file browser 114 through a predetermined protccol. The file
broadcast receiver 112 then adds the document ID of the
document designated by the user to the list cf documents of
interest in memory 404.

The execution of function rg will be described with
reference to Fig. 7(b). In step 822 of Fig. 7(b) file
broadcas: receiver 112 receives a decrypted packet from
broadcast receiver 120. In accordance with a fieid in the
received packet identifying the packet type, file broadcast
receiver 112 perfcrms one of three actions. In step 824, if
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necwork. The separate network cculd be, -for example, 1:nk

144 used for sending billing records to broadcast center 139
Or some other l:ink or communication channel.

Functicns F10, Fl1, and ©12 ares performed by the

security engine 130 of Fig. 1. Fig. 8 is a flowchart of
ol

Steps performed ty securi Y engine 130

in the executior of

b

fenction Fi12.

In the execution of funcs

0
o

3
-

Security engine 130

10,
receives account status informacisn from Ecroadcast center

150. The key seeds are an imec

H

tant component of the accounc

information because the key seeds are used to produce the

keys needed by broadcas: receiver

120 for decryption of
documents. The set of key seeds

used by broadcast center 1:z9

is changed pericdically. Broadcas: center 150 can disable =

receiver’'s ability to receive by withholding key seeds.
When a load request is deliv

security engine

ered to security engine 130,.

130 produces a key for decryption cf the

document from the contents of the announcement message and a

key seed using a keyed one-way hash function. Keyed one-way

hash functions produce an output that is a function of both

an input string (e.g., a documen: ID) and a key (e.g., a key

seed! . Thus, only somecre with the key can calculate the hash

output vaiue. One type of a keyed one-way hash function is

called a "MAC," which stands for Message Authenticaticn Code.

The following paragraphs describe two keyed one-way hash

functions that are referably used in various implementac-ions
Y L

of the present invention. A first function encrypts a

message with a block algoritchm in CFB mode. The hash is the
last encrypted block encryptec once more in CFB mode. This

technique is described in ANSI X9.9% and ISO 9797, both cf
which are herein incorporated by reference.
function is called RIPE-MAC a

Standard). More details of

A second

nd uses DES (Data Encryption
this function can be found in the
book "Applied Cryptography" by Bruce Schneier, which is
incorporated'by reference. Cther hash functions ccould also
be used to ihplement the invenrtion.
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The keyed cre-wav rash function is also used =» Crearas a3
"checksum" fcr the billing report. The checksum can be
created only with the key. When broadcas:c center 150
receives a billing report with a valid checksum, the checksum
ensures that the repert was created by a party having the
key. As long as the key is kept private in broadcast cen er

o
o
l—l
- n
’.‘
o}
Q

150 and in security engine 130, falsified or modified
information can be detected by broadcast cencer 150.
In the executicen of functien F11, security engine 139
periodically, e.c¢., monthly, sends billing infcrmation to
broadcast center 150. The billing informacion details
documents were receive

which

d (by document ID) and when they were
received during the billing period. Security engine 130
encryrts the rpilling infcrmation using a public key of '
broadcasz center 130. Alternately, the billing information
may be-protected by a checksum but not encrypted. The publiz
key is part of the accoun- infcrmaction sent to security
engine 130 in encrypted form. Security engine 130 reports
billing information to broadcast center 150 under several
circumstances, periodically, on receipt of a message
requesting that billing informacion be sent, when the billing
reccrd is reaching a predetermined memory capacity, or when
the credit limizt is close to being reached.

The execution of function F12 will be described with
reference to Fig. 8. In Sstep 922 of Fig. &, security engine
130 receives a lcad regquest from file broadcast receiver 112.
In step 824, security engine 130 checks the credit limicz and
authorization status of receiving computer 110. If receiving
computer 110 is authorized to receive the requested document,
security engine 130, in step 926, sends a key and a documenc
ID from the account information in memory 304 ccrresponding
12 a document ID in the load request to broadcast receiver
120. In step 9528, securicy ehgine 130 reccrds the document
ID of the documen:t to be received into memory. This
information is periodically sent to broadcast center 159 for

billing purposes. Securicy engine 130 alsc mainrtains a
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running credit limit wvalue in memory. The credit limit is
debited when document ~&quests are made and credited on
receipt of account starus informacion indicating the receiver
has paid all or part of its bil:

Functions Fi3 anc risg are performed by the file browser
1i4 of Fig. 1. Fig. % is a flowcharr of Steps performed by
file browser 114 during the éxecution of func-ion F14.

In the execution of function F13, file browser 1:
receives new catalog data from file broadcast receiver 112
and stores the catalcg informatien in memory 404 .
Alternacively, file broadcast receiver 112 handles storing
the catalog informaticn i= memory and merely informs file
browser 114 that a new cétalog has been received.

The execution of Zuncrion Fi4 will be described with
reference to Fig. 9. 7Ip Step 2012 of Fig. 9, file browser
114 waits for a user to r2quest a "catalog browse™ function.
When such a request occurs, file browser 114 in step 1014
displays all or part ci the current catalog and allows the
user to browse through the catalog using a known user
interface. A catalog may contain hundreds or thousands of
entries. After the catalog is displayed, the user may in
Step 1016 choose to exit the system. If the user stays, then.
in step 1018 the user designates one c¢f the files in the
catalog stored in memory 404. In step 1019 file browser 114
sends a document request to file broadcast receiver 112
containing a document ID corresponding te the document:
designated by the user. As discussed above, a documenc
Tequest causes file broadcasc receiver 112 to issue a load
Téquest to security engine 130, which sends a key to
broadcast receiver 120 so that troadcast receiver 120 will
decrypt the packets of the document when they are received.

Thus, use of a catalog in the present invention Fresents
4 convenient method fcor a user to determine which documents
to receive. Use of & catalog also allows the user to
completely control which documents are received and thus
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pPrevents wasting rescurces ca the recepticn ¢i documents ne:-
©of interest.

In summary, iz the present invention, billing
information is stored in a secure fashion in security engine
o

130 and sent periccéicza

[
[

<
ot

c
Ercadcast center 150. The
billing information is protecced against tampering by a keyed
checksum using a kev known only by the security engine 130
and the broadcast center 1i39. 1In addition, the billing
informaticn incliudes an encryprecd checksum. Encrypticn of
the killing information makes it more difficult for users to
falsily their billing i aticn and makes it simpler for a
cencral killing authoricy to decect tampering wich billing
information. ’

The security of the presen: :invention depends cn keeping

e
the "engine private kev" Privates, both within broadcast
center 150 and Yy

W ec engine 130. The engine

private key is used =5 decrypt the account information sent
from broadcast center 139 co Security engine 130 and should
it become known, unauthorized users would gain access to the

key seeds needed to cecryp: documents.

The present invention is very secure. The only keys
that appear "in the clear"” where they could be
misappropriated are the kevs for documentcs for wnich the user
is being billed, 1i.

(D

-+ Keys sernt to broadcast receiver 120.

This key is of limized valu= because the user will soon have

a complete copy cf the document Sorresponding to the key.
Other embodiment

[0}

will be apparent to those skilled in
the art from consideration of she specification and practice
of the invention discicsed here:in. It is intended that the
specification and examples pe consicdered as exemplary only,
with a true scope cf the invention being indicated by the
following claims.



-~

WO 97726611 PCT/US96/00579
-22- : .

What Ts Claimed Is-
1. A document delivery system, comprising:
a broadcast center that sends a document as a
Pluralicy of encrypred packets;
& communication link connected to the broadcastc
center for carrving the rackets;

4 receiving computer, connected to the

communication link, and including a memory and a broadcast

receiver, wnherein the broadcast receiver decrypts each packert
as it is received and stores only the decrypted packets in
the memory.

2. The dccument delivery system of claim 1, £urcher

including a security engine and wherein the broadcas:t center
includes means for sending account informatica to the
security engine and the Security engine uses the account

information to generate keys used by the broadcast receiver

to decrypt the received packers.

3. The document delivery system of claim 3, wherein the
account information includes key seeds and the security
engine uses a one-way hashing method based on the numpber of
the sent document and one of the key seeds.

. 4. The document delivery system ©f claim 3 wherein the
account information includes billing informatien.

5. The document delivery system of claim 1, where the
sent document consists of two or more from the focllowing
group: software, images, text, and full-motion video.

6. The document delivery system of claim 3, wherein the

account information includes an engine private key for
encrypting billing information sent to the broadcast center
on a periodic basis.

7. The document delivery system of claim 1, wherein the
communicatior link includes 3 hybrid link, allowing fast
broadcast commurication from the broadcast center to the
receiving computer and slower communication from the
receiving computer to the broadcast center.
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8. The documen: cdelivery system <2 czlaim 1, whereiﬁ the
communicacion link Is an satellite broadeasc link wich a
dial-up modem return linak.

9. The document delivery system cZ claim 1, wherein the
system 1s a Local Area Network.

)

10. The document elivery system ¢f claim 1. wher=sin

the broadcast center alsc sends an unencrypted packet

containing a catalog, and the receiving computer further
includes a file browser, and wherein the file browser
receives the catalcyg, s:zores the catalog in the memory,
displays the stored ca g, and receives user input
indicating a requested &ccumers inp the catalog.

11. The document celivery system cf claim 10, furtcher
comprising:

a security encgine ccntaining a number of keys;

13

.-means in the receiving computer tTo send a load
Teéquest Lo the security engine when the file browser receives
input indicating the reguested document in the catalog.
12. The document celivery system ©f claim 11
comprising:

. furcther

means in the securicy engine to send a key
corresponding to the reguested document to the breoadcast
receiver,

wherein the krocadcast receiver discaxrds received
data which does nct €crrespond to the key.

. 13. The documen: delivery system o©f claim 11,

wherein the broadcast center includes means for
Sending an announcement message énnouncing that a specific
document is about to be “roadcast by the broadcast cénter;
and

wherein the means for sending a locad reguest sends
a load request if the dccument request received by the

browser corresponds ts tre document announced by the
announcement message.
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"14. The czcument delivery system of claim 1C, wherein
the security encgine sends billing information to the
=roadcast center con a Precdetermined periodic basis.

15. The dzcument celivery system of claim 1C, wherein
the security engine sends éncrypted billing information to
o

the broadcast center on a Predecermined periocdic basis.

16. A receiving computer in a document delivery system
raving a broadcast center that sends a dccument as a

pluralizy of encrypred prackets and sends account
including key seeds

informacicn
Lo the receiving computer, the receiving
computer comprising:

a memory;

'Y

brcadcast receiver rthat decrypts a packet as i:
and stores only

0.

i1s receive

r

-

e decryprted received packet in
the memery; and o -
a4 security engine that generates keys used by the
broadcast receiver to decrypt the received packets in
accordance with a one-way nhashing method based on a documentc
ID cof the sent documeéent and ocne of the key seeds.
17. The receiving computer cf claim 16, further.
comprising: '
a file browser for receiving a catalog, storing the
catalog in the memory, displaying the stored catalog, and
receiving user input indicating a document in the catalog.
18. The receiving computer of claim 17, further
comprising:

means in the file browser to send & load reguest to

the security engine when the file browser receives input

indicating a document in the catalog.
13. The receiving computer of claim 18, furcher
comprising:
means in the security engine to send a key

corresponding to the reguested document to the broadcastc
receiver,
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wherein the broadcasrtc receiver discards received
data which is part of the documenc and yet aot of the

a o)
document corresponding to the key.

20. The receiving computer of claim 18, wherein the
load request sends a load requestc if the
e

e a

Quest received by the file browser ccrresponds to
ed by an announcement meéssage received freom
e

21. The receiving computer of claim 15, wherein the

security en

[t
o]
Q.

i S s billing information to the broadcast
center on a pradete

H

mined periodic basis.

22. The raceiving computer of claim 1%, wherein the
‘Security engins sands encrypted billing infcrmatien to the
broadcasc center on a DPredecermined pericdic hasis.

23. The receiving compucter cf claim 15, wherein the

Y

communication link includes a hybrid link, allowing fasc
broadcast communication from the broadcasc center to the
receiving compu:er and slower communication from the
receiving computer to the broadcast center. _
24. A method for document delivery in a network system,

including the steps of: '

sending, by a broadcast center in the network, a
document as a plurality of encrypcgd packets

connecting a communication :ink TO the brcadcasc
center;

- -

decrypting a received packet, in a receiving
computer conneczed to the communicaticn link, the receiving
computer incliuding a memory and a broadcast receiver, wherein
the broadcast receiver perfcrms the decrypting step cn the
packet as it is received and Stores cnly the decrypted
received packet in the memory ;

sending, by the-broadcasc center, account
information including key seeds to a security engine in the
receiving compuzer; and _

generating, by the Security engine, keys used by
the broadcast receiver to decrypt the received packets in

-
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thod based on a document
number cf the sent documen:z and one cf the key seeds.

accordance with a one-way hashing me

25. A method fer receiving documents by a receiving
computer in a network System, including the steps of:
connecting a commurication link o a broadcasc
center in the network;
receiving from the broadcast center, by a broadcasc
receiver, a document as a Plurality cf encrypted packers; and
decrypting a received Packet as it is received and
storing only the decrypted received packet in a memery in the
receiving computer.
26. The method cf claim 25
of:
receiving £rom the broadcasc center, by a securicy
engine in the receiving computer, account information
including key seeds; and
generating, by the Security engine, keys used by
the broadcast receiver to decrypt the received packets in
accordance with a one-way hashing method based on a document
number of the sent document and a one of the key seeds.

27. The method of claim 25, further including the steps
of: _
receiving, by a file browser, a catalog;
storing the catalog in the memory ;
displaying the sctored catalog; and
receiving user inpuc indicating a document in the
catalog.
28. ' The methcd of claim 27, further including the steps
of: )

sending a lcad request from the file browser to the
security engine when the file browser receives input
indicating a document in the catalog;

sending from the security engine tc the broadcast
receiver a key correspending to the requested document, and

discarding the received data which is part of the

document and yet not of the document corresponding to the
key.
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